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Bayesian Neural Networks for Classification

Applications of Uncertainty in Deep Learning
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Recap: Bayesian Neural Networks (BNNs)

e Approximate posterior, e.g. variational p(w|D) ~ gg(w)
> go(w) Gaussian or Bernoulli, e.g. MCDropout [Gal and Ghahramani, 2016a]
® Predictive distribution: p(y|x*,D) = [ p(y|x*,w)p(w|D)dw =~ [ p(y|x*,w)qge (w)dw
» p(y|x*,D) approximated by MC sampling

S
[ pOIx* w)de (w)dw = 2 PO’ W) W~ do(w)

» Sampling: discrete approximation of the distribution p(y|x*, D)
> Regression: y continuous: mean prediction, dispersion <> uncertainty
> Classification: y discrete, e.g. binary classification p(y = 1|x*, D)

c Analysis

— Ground Truth
@ Training points
— MC dropout
. 1std.int.
W 2 std. int.
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BNNs: Uncertainty in Classification

e Only using discrete output: averaging p(y = 1|x*, w®) w® ~ gg(w)
> Loosing the variability of p(y = 1|x*, w®) among w® samples
> Why not using the continuous output of the model (after softmax) as
continuous output?
> In binary classification: lies in the interval [0,1]
> For a general K-class classifictaion: K — 1 dimensional simplex
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Uncertainty in classification: example with MCDropout

® Use of uncertainty in classification

> Qualitative expe to illustrate importance of predictive distribution sampling

> MNIST, LeNet CNN with dropout only on last fc layer, dropout probabilities
p=0.5, SGD with LR =0.01 updated using momentum 0.9, weight decay
1e7%, T =100 forward passes
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MCDropout: side note

® Performances: MC dropout vs dropout [Gal and Ghahramani, 2015]

® Test error with LeNet, T =50 forward passes

® Take-home message: dropout only propagates the mean; MC dropout propagates

whole distribution

1.8 T T
S~ - - Standard dropout (lenet-all)
16 T — MC dropout (lenet-all)
‘. - Standard dropout (lenet-ip)
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' \‘ No dropout (lenet-none)
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No dropout (lenet-none)
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(a) MNIST

nicolas.thome@cnam.fr
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(b) CIFAR-10
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Uncertainty in classification: metrics

1. Variation ratios
»> For each stochastic forward pass t € {1; T}, compute label from
softmax probabilities
> ¢*: most frequent label over the T passes, vl/ith frequency f,f*
fe

T

» Compute variation-ratio var-ratio[x] =1 -
= Epistemic uncertainty
2. Predictive entropy: captures the average amount of information
contained in the predictive distribution.

A 1 . 1 .

Hy|x, Derain] = - Z (7 Zt:p(y = clx, ;) log (7 ;p(y = clx, )
= Aleatoric uncertainty

3. Mutual information : maximise the mutual informations are points
on which the model is uncertain on average

1

f[}/» W|X7Dtrain] = ﬁ[y‘xvptrain] + T

> p(y = c|x, vir) log p(y = c|x, W)

c,t

= Epistemic uncertainty
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Uncertainty in classification

Let’s see three concrete examples:
e all equal to 1 (i.e. probability vectors {(1,0),...,(1,0)})

N
var-ratio = 7:[[y|x, Dirain] = f[y, w|X, Dirain] = 0

e half-half, i.e. probability vectors {(1,0),(0,1),(0,1),...,(1,0)}

— low pred confidence, high model uncertainty
var-ratio = ’}-Al[y|x,Dt,a,-,,] = f[y7 w|x, Dirain] = 0.5

* all close to 0.5, e.g. {(0.51,0.49),(0.51,0.49),...,(0.51,0.49)})

— low pred confidence,

> H[y|x, Dirain] = 0.5 = Aleatoric uncertainty
> var-ratio = Z[y, w|x, Dain| = 0 = Epistemic uncertainty
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Practical Session: MC dropout on MNIST for classification

® MC dropout regularization on MNIST
> Training a convnet with dropout = improved training performances
> Improved Training performances with activating dropout at test time
® Use variation ratio to measure uncertainty
Most incertain test set examples Least incertain test set examples

VR=0.66 VR=0.64 VR=0.62 VR=0.61 VR=0.61 VR=0.00 VR=0.00 VR=0.00 VR=0.00 VR=0.00
VR=0.59 VR=0.59 VR=0.59 VR=0.59 VR=0.58 VR=0.00 VR=0.00 VR=0.00 VR=0.00 VR=0.00
.‘
VR=0.57 VR=0.56 VR=0.53
7
4

1
VR=0.50 VR=0.49 VR=0.49
VR=0.48 VR=0.48 VR=0.48
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Practical Session: MC dropout on MNIST for classification

® Analyse MC sampling

nicolas.thome@cnam.fr

TRUE LABEL=7- PRED=9 - Uncertainty=

Incertain example
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Confident example
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Bayesian Neural Networks & Ensembling

e Approximate posterior, e.g. variational p(w|D) ~ gg(w)
> go(w) Gaussian or Bernoulli (dropout)
® Predictive distribution: p(y|x*,D) = [ p(y|x*,w)p(w|D)dw =~ [ p(y|x*,w)qe (w)dw
> p(y|x*,D) approximated by MC sampling, e.g. MC dropout:
s
[ Ul w)ga(wydw = 3 p(yix’, w") w ~ qo(w)

s=1

> Sampling: mean prediction, dispersion wrt mean
> Interpretation: Sampling < ensemble methods

— Ground Truth
® Training points
— MC dropout
. 1std.int
m 2std.int
3std. int.

20

nicolas.thome@cnam.fr RCP211 / Bayesian Deep Learning


mailto:nicolas.thome@cnam.fr

Bayesian Neural Networks & Ensembling

* Ensembling [Lakshminarayanan et al., 2017] simple method for predictive
distribution approximation and uncertainty estimation

> Train several models on the same datasets
> Each model prediction: one sample estimate of predictive distribution

® Empirically, works well (better than MC dropout)

(a) {P(y|lz*, MM IM_ forin-domainz* (b) {P(y|z*, M™}IM_,  for out-of-
domain x*
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Bayesian Models & Ensembling

* Ensembling [Lakshminarayanan et al., 2017] predictive distribution
approximation and uncertainty estimation
e Empirically, works well, BUT:

» Several predictions at test time (~ MC dropout)
» Several models training (+ MC dropout)

(@) {P(y|z*, M™IM_ forin-domain z* (b) {P(y|z*, M™IM_, for out-of-
domain z*
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Dirichlet Prior Networks

* Ensembling [Lakshminarayanan et al., 2017] implicit model of predictive
distribution

* Dirichlet Prior Networks (DPN) [Sensoy et al., 2018,
Malinin and Gales, 2018]: explicitly modeling predictive distribution with
a Dirichlet distribution

® x input variable, y = {1; K} output class variable

* Random variable z = {2}, (;.x;: output probability value for classification

K
» 2 >0, > zx =1 = z on the K -1 dim simplex
k=1
> Models distribution over probabilities distribution

(a) In-domain input with low uncertainty (b) In-domain input with high data uncertainty (c) Out-of-distribution input
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Dirichlet distribution

o K
Dir(z|ax) = F( ) [Tz (1)
kglr(ak) =

K
¢ a4 > 0 Dirichlet concentration params, ag = Y, a, , [ Gamma function
k=1

> T(z) = [, x"Te ™ dx
® «y: evidence for class K, « position on simplex = aleatoric uncertainty
® ( total evidence ~ distribution spread = epistemic uncertainty

AAAALA

Dir(1,1,100) Dir(2,2,10) Dir(10,10,10) Dir(2,2,2) Dir(1,1,1)  Dir(0.9,09,09)
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Dirichlet distribution in Bayesian inference

Dice roll example

* N Dice rolls, D = {y;};.(1.ny. i € {1, ., K}, 2k = P(yk)

Likelihood P(Dlz) = Mul(Dlz) = 7 kfi z)
> Nk number of times class k
* Prior on probabilities: P(z) ~ Dir(at) o f[l 2% eg a=(11..1)7
¢ Dirichlet conjugate with multinomial :>_posterior P(z|D) Dirichlet
P(z|D) o< P(D|z)P(z) o< f[l zNireuL o Dir(ay + Ni)

> ay pseudo count
> Increasing N = increasing Ni + ax evidence, decreasing epistemic uncertainty
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Dirichlet Prior Networks (DPN)

Training dataset D = {(x;, yi)};cq1,ny i € {1, K}, zk = P(yk)

Likelihood (i sample): P(yi|xi,zi) ~ Cat(yi|xi, zi) o< H sz’

» Nj; unknown, intuition large (infinite) for true class, Iow (0) for others
> Ex: Nk,, = A7 6k,k.* k* GT class, and e.g. A=1072
Prior: Dirichlet as before: P(z;) ~ Dir(at), e.g. o = (11...1) T
Posterior: P(Z,'|X,',y,') o< P(y,'|X,',Z,')P(Z,') o< Dir(,@;),ﬁkﬂ' = (Ozk + Nkﬂ'),
e.g. ﬁk =1+100- 5/();(1_*
Training goal: approximate P(z;|x;,y;) ~ qo(zi|x;) (without y;)
> go(x;) := Dir(~;): outputs +; Dirichlet concentration params for x;
> Learn 6 to make «; as close as possible to target 3;
> Ex: v(xj,0) = e X:0) | £(x;,0) K-dim output of a neural network (NN)
Inference: P(y = c|x*,D) = [ p(y = c|x*,z)p(z|x*,D)dz (marginalization)

P(y=clx* D)= [ ply = clx", 2)qn(zx")dz
fo(x*.,0) .
_ o _ e _ € = Soft-max prediction!
P(y_C|X*7 ) qu(z|x )[ ]_’YO _ﬁ
Z efk(x ,9)
k=1
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Dirichlet Prior Networks (DPN)

* Training goal: approximate P(z;|x;,y;) ~ qo(zi|x;)
> go(x;) := Dir(+;): outputs ~; Dirichlet concentration params for x;

> Ex: v(x;,0) = @) f(x;,0) K-dim output of a neural network (NN)

* Minimize KL [qe(zi|x;)||P(zi|xi,yi)] = - [ qe(zi|xi) log %dz

P(zi|xi, yi)

qe (zi|x;)
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Dirichlet Prior Networks (DPN)

* Training goal: approximate P(z;|x;,yi) ~ qo(zi|x;)
> qgo(x;) := Dir(+;): outputs ~; Dirichlet concentration params for x;
> Ex: v(x;,0) = @) f(x;,0) K-dim output of a neural network (NN)

* Minimize KL [qo(zi|x;)||P(zilxi,yi)] = — | qo(zi|x;) log %dz
» Variationnal approximation (VI), deriving Evidence Lower Bound (ELBO) loss:

£(0) = [ qteinytog E0 2P

£(8) =~ [ ao(zlx) 108 P(ylxi, z)dz -+ KL [0 (2| P(zi1x:)] + P(yibx)
Lvi(0) o< Eqq (21 [ ~ log p(vilxi, z1)] + KL[ o (zi]x:)[| P (zi]xi) ] )

dz

4 qu(zilx,-)[_ Iogp(y,-|x,~,z,~)] = A’l[w(fyo)—z/)(fyy)]a, 1 digamma function

> Y(x) = I'r’((:;’ asymptotic expansion: 1 (x) ~ In(x) — i +0(x?)

» P(z|x;) =Dir(1..1) = KL[qg(z,-|x,')HP(z,~\x,~)] differential entropy o< % support
distribution spread

E[log(X;)] = ¥ (7i) =% (70), X ~ Dir(y).log p(yilxi, z;) = A\"tlog(z,), A% = N ;

nicolas.thome@cnam.fr RCP211 / Bayesian Deep Learning 17/ 39


mailto:nicolas.thome@cnam.fr

Bayesian Neural Networks for Classification

Applications of Uncertainty in Deep Learning
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Failure Prediction

® Detecting failure of a system crucial in practice

® Use uncertainty estimate to accept / reject predictions

<T >T @
\— threshold, T —/

)

uncertainty
. test (e-g- Opred, Hp’r‘ed)
gpre:d /
Probabilistic
Model
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Failure Prediction: Model Calibration in Deep Learning

¢ Classification model trained on D = {(x,-,y,-*)}’.l\i1

Conviet Classifier —»_|[=— ' ........ =

FY |, x)

Classification model

® Model prediction: ¥ = argmax,.y, p(Y = k|w, x)

* Model confidence €(x):
> Simple baseline for deep neural networks: MCP(x) = max p(Y = klw, x)
> More advanced methods, e.g. MC dropout for classification

® Threshold confidence (uncertainty) estimate to accept / reject
predictions
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Model Calibration

* Test Data: D = (X,Y) = {(x1,1), -, vy yn) }

(9i, €(x;)) class prediction and confidence level

Perfect calibration:

p(Y=Y|C=p)=p, Vpe[0,1]

Predicted confidence match actual accuracy

> e.g. given 100 predictions, each with confidence of 0.8, we expect
that 80 should be correctly classified.

> Link to thresholding probabilities for failure prediction:
non-calibrated probabilities = arbitrary threshold!
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Model Calibration in deep learning

Reliability Diagram

1 1 LeNet (1998) ResNet (2016)
M interval bins. L CIFAR-100 CIFAR-100
B, set of samples whose predictions L0 T R
m @ e Pl
i -1 0. gug Si.g
are in /m = m77 %] 3 8 §||§ gl §|
B ES <8
aCC(Bm) = |B | Z 1(yl .yl 02 <::: : <::
ml ieBm ) | e

HJ“'U 02 04 06 08 1.0 0.0 0.2 04 0.6 08

conf(B,,) = '

( m) |Bm| Z pl 08

i€eBny o
& 0.6
perfect calibration 04

7
gl Error=30.6
00 02 04 06 0.8 1.0 00 02 04 0.6 08 1.0
Confidence
[Guo et al., 2017] showed that modern neural networks are no

longer well-calibrated!

<= acc(Bn) = conf(B,) VYm .l

0.0
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Model Calibration in deep learning

¢ Simple solution to over-confident prediction: temperature

scaling [Guo et al., 2017]

® temperature T optimized on val set s.t. acc(B,) = conf(Bp,)

0.8

0.6

Accuracy
<
=~

0.2

0.0

0.0 02 04 06 08 1.0
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Z eSk//T
k'=1

Temp. Scale - CIFAR-100
ResNet-110 (SD)

Il Outputs
—1 Gap

Bl Outputs
1 Gap

00 02 04 06 08 1.0

RCP211 / Bayesian Deep Learning


mailto:nicolas.thome@cnam.fr

Failure Prediction in deep learning

e Confidence estimate C(x;) goal: distinguish correct from
erroneous predictions

Confidence measure

P(errors) P(success)

* Sort examples wrt C(x;)

» Evaluate capacity of C to assign larger prediction values for correct
predictions than for errors
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Failure Prediction

* MCP: MCP(x) = max p(Y = k|w, x) unreliable confidence criterion

> For failure prediction: by design assign largest probability

CIFAR10 - Maximum Class Probability Camvid - Maximum Class Probability
= Successes = Successes
s
s
150
150
15
s
z z
] £ 10
3100 8
& & 15
50 50
25 25
00 00
00 02 08 10 00 02 08 10

Confidence Confidence.

® overlapping distributions between successes vs. errors
= hard to distinguish
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MCP, a sub-optimal ranking confidence measure

MCP(x) = max p(Y = klw, x)

¢ Overconfident prediction values
= calibration [Guo et al., 2017]

e BUT: calibration does not solve the overlap problem

CIFAR10 - Maximum Class Probability Maximum Class Probability

- ccesses

Emors m Successes
Errors

Relative density

Confidence
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Failure Prediction with TCP [Corbiére et al., 2019]

® True Class Probability (TCP): TCP(x,y*) = p(Y = y*|w, x)
unreliable confidence criterion

> For failure prediction: assign lower probability for errors

. Successes
Errors

Relative density
s <] & =1
S = = i

=
n

50

0.0 T u T

00 02 04 06
Canfidence

(a) Maximum Class Probability
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=
=

=
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Errors
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ConfidNet [Corbiére et al., 2019]

® However, TCP(x,y*) is unknown at test time.
® ConfidNet [Corbiére et al., 2019]: Learning TCP Model Confidence

confidence net C
w

Given Dyain, learn a
confidence model

image x

with parameters 6 chnf
such that Vx € Dynain,
its scalar output ()
&(x,0) close to
TCP(x,y") true claiss Y TCPp(x,y) .

As TCP(x,y*) €[0,1], we propose {3 loss to train ConfidNet:
1 N A * *
Leonr (0;D) = 5 2 2(E(x1,0) = " (xi.y))
i=1
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Practical Session: Failure Prediction on MNSIT

o Compute difference confidence estimate € on MNIST test data
» MCP MCP(x) = max p(Y = k|w, x), MC dropout, ConfdNet

e Compare confidence criterion quality
> Rank test examples wrt uncertainty criterion
» Compute Precision/Recall (PR) curve and APerrors

Precision-recall curves for failure prediction

104 ~ —— MCP, AUPR = 36.14%
MCDropout (Entropy), AUPR = 27.88%
—— ConfidNet, AUPR = 40.84%
08
06
c
S
@
o
&
04
02
00

nicolas.thome@cnam.fr RCP211 / Bayesian Deep Learning 28/ 39


mailto:nicolas.thome@cnam.fr

Applications: Out of Distribution Detection

e Standard classification:
same classes during
train and test

® Qut of Distribution Detection:
detecting unknown classes, far
from training distribution

nicolas.thome@cnam.fr

Multi-Class Classification

Train

Test

Classification with Outlier Detection

/

Train

Test

Out

7%
T i

4“

Decreasing
Separation

between
In/Out
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Out of Distribution Detection

® Detecting examples far from training distribution
= natural use of Bayesian confidence estimates

= Ground Truth
@ Training points

— Ground Truth
® Training points

4 { — BLRPoly — BLR Poly
. 1std. int. . 1std. int.
2 std.int . 2std int

2 3 std. int 3 std. int.

-6
-100 00 05 10 15

* In classification: estimate dispersion (e.g. mutual info) for Bayesian
models (e.g. MC dropout)

* Baseline solution: assume that logits (before soft-max) smaller for out-
than for in-distribution samples

[m} (= -
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Out of Distribution Detection

Other methods specifically learn dataset-specific OOD methods

® Ex: ODIN [Liang et al., 2018]

® Modify inputs so that maximizing differences between in and out samples
> Temperature scaling, as in [Guo et al., 2017] : P(yi) = Keski/T/T
Sk’
i
> Apply "inverse adversarial attack": gradient of input wrt predicted class,

then change input to increase prediction : X = x — € sign[-Vx log(P(y«)]

> Hyper-parameters (T, €) optimized on val set s.t. maximizing AUC between
in-distribution and OOD-samples
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Out of Distribution Example
e Model tramed on I\/INIST Out: Kuzushm MNIST

IIII

NEEH
BEOIBEE EHWH

® Comparing MCP, MC dropout, ODIN for OOD detection

Precision-recall curve for 00D detection

ENET

10

Precision
o
@

=
~

061 — MCP, AUPR = 96.81%
MCDropout (MI}, AUPR = 97.81% |
05 ODIN, AUPR = 99 58%
0.0 02 04 06 08 10
Recall
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Out of Distribution Detection

Other methods specifically learn dataset-specific OOD methods

® Ex: Outlier Exposure (OE) [Hendrycks et al., 2019]
> Training with in-distribution AND OOD samples :

Exy)-p;, [L(F(x),¥)]+ AE,vpoe [Loe(f(x'))]
> e.g. L(f(x),y) cross-entropy, Loe(f(x") KL wrt uniform class distribution
® Qut of Distribution with Dirichlet Prior Networks
> Recap for in-distribution samples: minimize KL [qe(zi|x:)||P(zi|xi, yi)], with
P(zi|xi,yi) ~ Dir(B), e.g. B=(1,1,..101,..,1), i.e. Bk =1+ 100y 4>

> For out-of-distribution samples: minimize KL[qg(Z;‘Xi)HP(Zi‘Xia.Yi)]; with
P(zilxi,yi) ~ Dir(U), U =(1,1,...,1)

A

(a) In-domain input with low uncertainty (b) In-domain input with high data uncertainty (¢) Out-of-distribution input
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Out of Distribution Detection

Relevance of using OOD training datasets?

® By essence, OOD are impossible to model!

® Performances way strongly depends on the training vs testing OOD datasets

AUC 00D (CIFAR-10 vs Tiny ImageNet)

AUC OOD (CIFAR-10 vs STL-10)

AUROC

CIFAR-100 STL-10  LSUN SVHN  wio 00D
Training OOD dataset

CIFAR-100  SVHN LSUN  TinylmageNet w/o OOD

Training OOD dataset

AUC OOD (CIFAR-10 vs LSUN) AUC OOD (CIFAR-10 vs SVHN)

AUROC

CIFAR-100  SVHN

STL-10  TinyimageNet w/o OOD
Training OOD dataset

CIFAR-100 LSUN

STL-10  TinylmageNet w/o OOD

Training OOD dataset DA
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Applications: Active Learning

® Active/ interactive learning: learning a model with few data annotated by

users

® Challenge: determining most informative data to annotate
> Most uncertain data: optimal convergence [Tong and Koller, 2002]

R 2 -
.

Labeled data

l

Initial
learning

nicolas.thome@cnam.fr

Incremental learning
and adaptation

Unlabeled

Active Human-machine
learning interaction

\/f
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Applications: Active Learning

e Use of uncertaintv in classification: active learning [Gal et al.. 20171
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Softmax Variation Ratios
2 20 Dropout Variation Ratios |
5
5 15 1
5
&
10 1
5 4
y_—
0
200 400 600 800 1000

# of labels acquired from pool set

Fig. 5.1 Test error on MNIST as a function of number of labels acquired from
the pool set. Two acquisition functions (BALD and Variation Raties) evaluated with
two approximating distributions — delta (Seftmaz) and Bernoulli { Dropout) — are
compared to a random acquisition function.
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Applications

® Use of uncertainty in classification: beyond MC nets

> Application to ConvNets
> and RNNs : BPTT: Bayesian Dropout [Gal and Ghahramani, 2016b]

Yet1 Ye—1 Yt Yt+1
| I
»0----- » —y O—
***** >------->0-------0----~ O— —r 00— —0
I | 1 1
Ti—1 Ty Tt+1 Li—1 Ty Tt+1
(a) Naive dropout RNN (b) Variational RNN

Figure 1: Depiction of the dropout tech B interpretation (right)
compared to the standard technique in the field (left). Each %quare represents an RNN unit, with
horizontal arrows representing time dependence (recurrent connections). Vertical arrows represent
the input and output to each RNN unit. Coloured connections represent dropped-out inputs, with
different colours corresponding to different dropout masks. Dashed lines correspond to standard
connections with no dropout. Current techniques (naive dropout, left) use different masks at different
time steps, with no dropout on the recurrent layers. The proposed technique (Variational RNN, right)
uses the same dropout mask at each time step, including the recurrent layers.
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Application in Semantic Segmentation

From [Kendall and Gal, 2017]

(a) Input Image (b) Ground Truth (¢) Semantic (e) Epistemic
Segmentation Uncertainty
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Application in Reinforcement Learning

® Q-learning: agent selects the best action following current Q-function
estimate with some probability, and explores otherwise (¢-greedy)

® Option: use uncertainty estimates (eg dropout Q-network) to drive
exploration, e.g. Thompson sampling (Thompson, 1933) and converge faster
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05 I
107 10°
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Fig. 5.3 Depiction of the reinforcement
learning problem used in the experi-
ments. The agent is in the lower left
part of the maze, facing north-west.

Fig. 5.4 Log plot of average reward
obtained by both epsilon greedy (in
green) and our approach (in blue), as a
function of the number of batches.
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