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Abstract—With rapid growth of mobile devices and the emer-
gency of mobile cloud services, it is a trend to use mobile
devices for mobile-centric applications, and expand the mobile
capabilities and provide needed security by mobile cloud services.
However, due to the mobility of the device and the semi-
trust of the mobile cloud, how to build trust in the mobile
applications is a big concern. In this paper, we propose a
dual-root trust online transaction model that provides a dual-
root trust model including both the user’s mobile device and a
delegation mobile cloud. We design a dual-root trust protocol
by leveraging a modified CP-ABE cryptography and the trust
execution environment embedded in a mobile device to provide
device-specific transaction confirmations for online transactions
initiated by the mobile user. The performance evaluation of the
protocol demonstrates that it is a lightweight scheme for mobile
devices since most cryptographic functions are delegated from
users to the mobile cloud.

I. INTRODUCTION

As the world becomes more interconnected, integrated and

intelligent, mobile devices are playing ever-increasing roles in

changing the ways that people live, work and communicate.

Then mobile devices become an ideal platform for carrying

identity credentials and using them for logical access and

online transactions [1]. Unfortunately, mobile devices are

prone to loss and theft due to their small size and high-

portability [2]. Attackers may compromise data stored on a

mobile device or launch transactions using credentials stored

in mobile devices.

With the emergency of cloud-based service models, e.g.,

[3], [4], building the credential platform for mobile devices in

the cloud has become a natural choice for mobile applications,

e.g., Google Wallet [5] that considers the cloud is fully trusted.

However, it is necessary to address critical security issues

of mobile applications that rely on both mobile devices and

clouds, such as how to make sure the cloud will not launch

transactions on behalf of users without users’ acknowledge-

ments and how to assure that it is the right user using the

right device to launch transactions when online transactions

fully trust mobile devices or clouds.

To address the above-described issues, we present a Dual-

Root Trust (DRT) scheme to secure mobile online transactions

by considering both mobile devices and clouds as semi-trusted,

and they need to work together as the verification parties of

mobile online transactions. DRT requires secure actions from

both mobile devices and the cloud, i.e., none of parties can

individually process and confirm an online transaction. DRT

is not a simply two-factor authentication solution and it is

different from traditional two-factor authentication approaches,

e.g., using SMS as a second authentication approach [6] and

security RSA ID tokens [7], in that DRT natively incorporates

policy-enforcement by using attribute-based cryptography [8],

in which transaction contents and users’ roles can be verified

during the online transaction verification procedure. Thus,

DRT provides a more flexible policy-based dual-root verifi-

cation model. Moreover, DRT may rely on recent developed

Trusted Executive Environment (TEE) approaches, such as

[14], [9], [10], to develop the trust root functions on mobile

devices to deal with compromised mobile OS. This requires

the mobile trust root functions must be efficient due to limited

hardware support of TEE components such as a smartcard. In

summary, the presented DRT scheme achieves the following

contributions: 1) a new dual-root trust model considering both

mobile devices and clouds as trust roots; 2) a policy based

online transaction verification procedure; and 3) an ABE-based

computing delegation model that allocates minimal computing

overhead on mobile devices.

The presented performance evaluation study demonstrates

the security strength against untrusted participants imper-

sonating system participating entities (i.e., mobile devices,

clouds, and service providers), and the presented computation

overhead analysis shows the practicality of the DRT scheme

considering the execution on resource constrained mobile

devices.

The rest of the paper is organized as follows. Section II

describes the related work. Section III outlines the system and

assumptions for the proposed scheme. Section IV presents

detailed Dual-Root Trust Scheme. Section V analyzes the

proposed DRT scheme. We conclude the paper in Section VI.

II. RELATED WORK

Filyanov A. et al. [11] designed a secure transaction con-

firmation architecture called UTP that provides assurance to

a remote server that the user of a client system has indeed

confirmed a proposed action. The ”just one device” transaction

confirmation is similar to our device-specific confirmation, but

UTP provides more assurance to service providers than to

client users since the feedback available to client users remains

susceptible to manipulated by malwares. E-EMV [12] is a

software-based credit card application to secure transaction

confirmation. TruWalletM [13] uses M-Shield [14] on a mobile
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phone to protect login credentials of a user and invoked only

during login. Nokia’s onBoard Credentials project explores an

open credential platform and using ARM TrustZone [9] as a

platform for the prototype [15], but there is no transactions

considered based on the platform. M. Nauman et. [16] pro-

posed extensions to the OAuth protocol to provide ”device-

specific” authorization for native applications on TPM based

smartphone platforms, and also did not consider transaction

confirmations. There is no mobile cloud involved in these

schemes that limits the computation ability of the resource

constrained device.

Tassanaviboon and Gong [17] proposed an authorization

scheme named AAuth using a modified CP-ABE to provide

end-to-end encryption and tokens to enable authorization by

both authorities and owners. Compared to our scheme, AAuth

can only provide authorization for tokens and the computations

is much heavier if the client is a resource constrained mobile

device.

Krautheim [18] proposed the Private Virtual Infrastructures

that represents a new cloud management model, and shares

the responsibility of security in cloud computing between the

service provider and the client. This dual root infrastructure

assumed changes to the IaaS, while we focus on building

trusts between parties involved in an online transaction in the

application level.

III. DRT SYSTEM AND MODELS FOR MOBILE ONLINE

TRANSACTIONS
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Fig. 1. System models for DRT.

A. DRT System Design Requirements and Assumptions

In the presented DRT protocol running environment, a

smart device may be used for different device-specific online

transactions. For example, users request to download software

from a software dissemination server, remotely log into servers

to access business files, or launch an online payment. In

the private-business mixed transactions environment, mobile

users may have many credentials such as online IDs, billing

and delivery addresses, credit card information, secret keys,

etc. Keeping these private information on mobile devices is

insecure and executing cryptography operations on credentials

in the mobile device is power consuming.

To solve the problem, we propose a mobile transaction

system model as shown in Fig. 1. Mobile users delegate data

and credentials to the mobile cloud but make device-specific

confirmations to all mobile online transactions launched in the

device. This requirement needs mobile users to be involved

as a human-in-the-loop solution to prevent adversaries from

deploying mobile online fraud transactions. As a result, the

DRT requires two trusted roots: (a) a security element on each

mobile device, and (b) a cloud-based supporting system.

To achieve the described DRT design requirements, we

have the following assumptions: 1) Each mobile device used

in the scheme is equipped with a hardware-based trusted

execution environment (TEE) that provides: (a) isolated and

integrity protected execution of trusted codes, and (b) secure

storage for secrets. We assume that attackers cannot bypass the

security mechanism of the TEE to get the user’s credential to

perform the user-in-the-loop security operations described in

the DRT protocol; 2) There is a dedicated virtual machine

providing storage, networking, and computing resources for

mobile devices in the mobile cloud; 3) Service providers and

the Mobile Cloud set up SSL/TLS security channels to protect

inter-communications. All secrets preinstalled in the system

from the TA are protected through a secure channel.

B. DRT System Components

There are five following major system components in the

presented DRT system model as shown in Figure 1:

• Trusted Authority (TA): A TA is a trusted party to generate

secrets key for DRT participants.
• Samrt Mobile Device (SMD): Each SMD used in DRT

is equipped with a hardware-based TEE. Secret keys

should be preinstalled in the TEE and only if with

correct password, can the TEE authorization procedure

be initiated and corresponding secret keys be used. There

is a unique device identity (e.g., International Mobile

Equipment Identity – IMEI) that is stored in the ROM

of each mobile device.
• Mobile User: A user is the owner of a SMD. The

user authenticates himself to a SMD with traditional

username/password and launches transactions through

applications in the SMD. There is a binding between the

user and her SMD. If the user lost her SMD, the binding

can be broken.
• Mobile Cloud (MC): The MC provides secure storage

and computational services to users, and provides man-

agement of credentials stored in the cloud. Data in the

MC should be managed under an access control policy.

Due to page limits, we do not discuss the details in this

paper on how to implement secure storage and access

control scheme in the MC.
• Service Provider (SP): An SP provides services to mo-

bile users. SPs can be authenticated through traditional

certificates, e.g., using SSL certificates by the MC.
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C. Adversary Model

Adversaries attacking the DRT system can be both external

and internal attackers. Attackers have complete control over

the network among DRT participants. No entities in DRT

trusts the others but trusts the protocol. Internal attackers who

are working for services providers or the MC can get access

to mobile users’ private data (although data in ciphertext

or protected). They are interested in launching fraudulent

transactions illegitimately on behalf of users. Mobile device

may be lost. Users may launch transactions using others’

device.

D. Attribute-Based DRT Cryptography System

The DRT’s crypto system is designed based on the Ci-

phertext Policy Attributed-Based Encryption (CP-ABE) [8]

scheme. CP-ABE uses the bilinear pairing that is a bilinear

map function e : G0 × G0 → G1, where G0 is an addition

group and G1 is a multiplicative cyclic group. The Discrete

Logarithm Problem (DLP) on both G0 and G1 are hard.

Pairing has the Bilinearity property:

e(P a, Qb) = e(P,Q)ab, ∀P,Q ∈ G0, ∀a, b ∈ Z
∗
p.

...

au1 au2 ...

the user s attributes

An attribute 

that is specific 

to the device.

asI

as1 as2 ...

(a) attributes tree Ts of an SP

TSP-r

An attribute that 

is specific to an 

SP.

auI

(b) attributes tree Tu of a user 

binded to an SMD

Fig. 2. Attributes tree in the DRT.

.

An attribute tree in our DRT model is composed by leaf

nodes and internal nodes. Each leaf nodes represents an

attribute, and each internal node is a logical gate, such as

”AND”, ”OR”, ”n-of-m”, as shown in Fig. 2.

The following functions and terms that will be used in next

section are defined as follows:

• att(x) returns the attribute associated with the leaf node

x.
• parent(x): return the parent node of node x;
• numx is the number of children of a node x. A child

y of node x is uniquely identified by an index integer

index(y) from 1 to numx.
• The threshold value kx = numx−1 when x is an ”AND”,

and kx = 0 when x is an ”OR” gate or a leaf node. kx
is used as the polynomial degree for node x using the

threshold secret sharing scheme.

IV. DESCRIPTION OF DRT TRANSACTION SCHEME

A. System Parameters Setup

The TA runs DRT Setup(k) procedure to generate a set of

public parameters that are shared by all participants as follows:

TABLE I
CRYPTOGRAPHIC NOTATIONS USED IN THE DRT.

Notation Description

auI An attribute specific to the device, e.g., IMEI.

Au
Au = {auI} ∩ {aui|i = 1, ..., j},

where aui are attributes to describe the user that stored in the MC.

As

As = {asi
|i = 1, ..., k} includes attributes to describe the SP,

and there is one attribute denoted as asI ∈ As

that will be discussed later.

ru ru ∈ Zp, a random number generated by the TA for each user.

rs rs ∈ Zp, a random number generated by the TA for each SP.

SKu

SKu = 〈Du = g(α+ru)/β ;
∀aj ∈ Au : Dj = gru × H(aj)

rj , D′

j = grj 〉,

where Du is stored in the SMD,

and Dj and D′

j are stored in the MC.

SKs

SKs = 〈Ds = g(α+rs)/β ;
∀ak ∈ As : Dk = grs × H(ak)

rk , D′

k = grk 〉,

and SKs is stored in the SP itself .

a
a ∈ Zp is a random number generated by the TA for each device,

and stored in the SMD.

10. {transinfo, n2, aaI}sk

9. {transinfo, n2, aaI}sk, nM+1

MC SP

1. REQ-trans

4. n1, transinfo

7. Encrypted {n2+1, nM, sk}

6. user attributes, nM

AppTEE

Request token

token

Requests 

decryption

5. token, transinfo

SMD

2. Encrypted REQ-trans, userID

3. n1, transinfo, REQ-userinfo

8. Partial decrypted {n2+1, nM, sk}

{n2+1, , nM, sk}

Fig. 3. DRT protocol.

DRT Setup(k): Chooses a security parameter k and outputs

a bilinear group map between two cyclic groups G0 and G1.

The G0 is a bilinear group of prime order p with generator

g. H : {0, 1}∗ → G0 is a hash function. The TA chooses

two random values α, β ∈ Zp. The TA keeps the master key

MK = (β, gα) secret, and published the following public

parameters:

PK = 〈G0, g, h = gβ , e(g, g)α〉. (1)

B. DRT Key Generation and Registration

The key generation algorithm takes attributes in Au of the

user and attributes in As of the SP as shown in Table I as input

and outputs secret keys for a user and an SP separately. The de-

tailed DRT key generation function DRT Genkey(MK,Au)
for users’ attributes is presented as follows:

1) Chooses random numbers ru, a ∈ Zp, and calculates

gru , ga, where a acts as a private key of the device.
2) Chooses random numbers rj ∈ Zp for each attribute

aj ∈ Au.
3) Computes the secret keys as follows:

SKu =〈Du = g(α+ru)/β ;

∀aj ∈ Au : Dj = gru ×H(aj)
rj , D′

j = grj〉.

4) Registers the user in the MC by sending ga, Au and

〈∀aj ∈ Au : Dj = gru × H(aj)
rj , D′

j = grj〉 to the
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MC through a secure channel and binding the user with

the device attribute auI in Au.
5) Stores Du and a in the TEE of the SMD.

The TA performs DRT Genkey(MK,As) to generate secret

keys for a SP as follows:

1) Chooses a random number rs ∈ Zp, and calculates grs .
2) Chooses random numbers rk ∈ Zp for each attribute

ak ∈ As.

SKs =〈Ds = g(α+rs)/β ;

∀ak ∈ As : Dk = grs ×H(ak)
rk , D′

k = grk〉.

3) Delivers SKs to the SP through a secure channel.

C. Duel-Root Trust Protocol

We assume that the user opens an online application in the

SMD. To use DRT, the user should first connect to MC using

his device through a secure channel, e.g., a VPN. Then the

following protocol takes steps as shown in Figure 3.

1) First, the user initiates a request of transaction through

the application (hereafter, it is referred as ”App”) in

his SMD to request an online transaction from the SP.

To do this, the App uses attributes for the expected

SP, for example, the DNS name, IP address etc., to

generate an attributes tree TSP as shown in Fig 2(a),

which has only one attribute in the right subtree. To be

simple and minimum the communication, we assumed

attributes trees discussed later are all AND gates trees.

The attribute in the right subtree is denoted as asI
which is one of the SP’s attribute will be handled in

SMD. Then the App generates randomly an 1-degree

polynomial qR(x) [8] where R is the root node of TSP ,

and sets s = qR(0), s1 = qR(1), and s2 = qR(2),
and then generates two random nonces n1, n2 ∈ Zp

and performs SemiEncrypt(PK , Mu, asI ) as follows,

where Mu = {n1, n2, auI}:

a) Calculates C0 = 〈gs2 , H(asI)
s2 〉

b) Computes C̃u = Mue(g, g)
αs, and Cu = hs.

c) Sends REQ − trans to the MC, where REQ −
trans = {TSP , C0, C̃u, Cu, s1} :

SMD
REQ−trans
−−−−−−−−→ MC.

2) The MC retrieves the required attributes according

TSP−r and performs Encrypt(TSP , s1) as follows:

a) ∀x ∈ TSP−r, randomly chooses a polynomial

qx with degree dx = kx − 1, where kx is the

secret sharing threshold value[8]: For the root

node RSP−r of TSP−r, chooses a dRSP−r -degree

polynomial with qRSP−r (0) = s1. ∀x ∈ TSP−r \
RSP−r sets dx-degree polynomial with qx(0) =
qparent(x)(index(x)).

b) Calculates the following ciphertext:

{∀y ∈ YSP−r : Cy = gqy(0), C′
y = H(att(y))qy(0)},

where YSP−r is the set of leaf nodes in TSP−r.
c) Gets all the following ciphertexts:

CTSP =〈TSP ; C̃u = Mue(g, g)
αs;Cu = hs;

∀y ∈ YSP : Cy = gqy(0),

C′
y = H(att(y))qy(0)〉.

.
d) Sends CTSP to the SP.

MC
{CTSP

,userID}
−−−−−−−−−−→ SP.

3) The SP retrieves secret keys S̃Ks ⊆ SKs

that are related to attributes in TSP , and invokes

Decrypt(S̃Ks, CTSP )[8] as follows :

For each leaf node y that contains an attribute in TSP ,

the SP runs a function DecryptNode(CTSP , S̃Ks, y)[8]

as follows:

DecryptNode(CTSP , S̃Ks, y)

=
e(Di, Cy)

e(D′
i, C

′
y)

=
e(grs ·H(i)ri , gqy(0))

e(gri , H(i)qy(0))

= e(g, g)rsqy(0) = Fy . (2)

For each non-leaf node x in in TSP , the recursion is

processed as follows: ∀y is the child of x, it calls

DecryptNode(CTSP , S̃Ks, y) and stores the output as

Fy . Let Sx be a kx-sized set of children nodes of x, the

SP computes:

Fx =
∏

y∈Sx

F
∆i,S′

x(0)

y =
∏

y∈Sx

(e(g, g)rs·qy(0))∆i,S′
x
(0)

=
∏

y∈Sx

(e(g, g)rs·qparent(y)(index(y)))∆i,S′
x
(0)

=
∏

y∈Sx

(e(g, g)rs·qx(i)·∆i,S′
x
(0)

= e(g, g)rsqx(0), (3)

where i = index(z) and S′
x = {index(z) :

z ∈ Sx}, ∆i,S′
x
(0) is the Lagrange coefficient. If

the tree satisfied by attributes, the recursive function

DecryptNode(CTSP , S̃Ks, root), where root is the root

of TSP , returns A = e(g, g)rss. Then computes:

C̃u/(e(Cu, Ds)/A)
= Mue(g, g)

αs/(e(hs, g(α+rs)/β)/e(g, g)rss) = Mu

to get the plaintext Mu = {n1, n2, auI} generated by the

SMD. The SP checks the freshness of nonces. If the re-

quest is valid, the SP replies to the MC with transinfo,

where transinfo includes sessionID, userID and

SP ID that uniquely denotes the transaction between

the user and the SP, to request attributes of the user for

the following transactions. The SP sends the request to

the MC.

SP
{n1,transinfo,REQ−userinfo}
−−−−−−−−−−−−−−−−−−−−−→ MC.

4) The MC transfers the request to the App in the SMD.

MC
n1+1,transinfo
−−−−−−−−−−→ SMD.

5) The App checks n1 + 1 and transinfo so that it can

confirm the response to setp 1 is correct, and then sends

the request to the TEE embedded in the device. The TEE

first calculates D0 = (H(auI⊕n1))
a, and then generates

a random number t ∈ Zp, calculates D̃ = Du
t. After
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that, the TEE sends the token {D0, D̃} to the App. The

App sends the token to the MC:

SMD
{D0,D̃,transinfo}
−−−−−−−−−−−−→ MC.

This token is to provide evidence to the MC that the

SMD confirms the first challenge-response with the SP

and agrees to provide attributes.
6) The MC retrieves the user’s attributes and gets auI

and ga, and checks whether e(H(auI ⊕ n1), g
a) equals

e((H(auI ⊕ n1))
a, g). If they are equal, the MC au-

thenticates the user’s attempt for the device-specific

transaction and retrieves required attributes and builds

the attribute tree TU . As shown in Figure 2 (b), TU is

an all AND-gate tree and the root has at least two sub-

trees. Attributes on the left subtree include descriptive

attributes of the user, while attributes on the right subtree

is an attribute specific to the SMD, e.g. auI . The MC

generates a random nonce nM ∈ Zp and sends to the

SP.

MC
{Tu,nM}
−−−−−−→ SP.

7) The SP checks whether attributes in Tu meets

the REQ − userinfo, and then performs En-

crypt(PK,Ms, Tu) as follows, where Ms = {n2 +
1, nM , sk} and sk ∈ Zp is a session key for later use:

a) ∀x ∈ Tu, randomly chooses a polynomial qx with

degree dx = kx−1, where kx is the secret sharing

threshold value[8]. Chooses a random s′ ∈ Zp and

sets s′ = qRu(0), where Ru is the root node of Tu;
b) Generates a ciphertext from top to down:

{∀y ∈ Yu : Cy = gqy(0), C′
y = H(att(y))qy(0)},

where Yu is the set of leaf nodes in Tu.
c) Computes C̃SP = Mse(g, g)

αs′ and CSP = hs′ .
d) Sends

CTu = {C̃SP , CSP , ∀y ∈ Yu : Cy, C
′
y},

to the cloud.

SP
{CTU

}
−−−−→ MC.

8) The MC retrieves:

S̃Ku = 〈∀j ∈ Yu : Dj = gru ×H(j)rj ;D′
j = grj〉,

and runs the algorithm Decrypt(S̃Ku, CTu) and gets

A = e(g, g)rus
′

. The MC retrieves D̃ received in the

step (5), and computes

B = e(CSP , D̃) = e(hs′ , gt(α+ru)/β)

= e(g, g)tαs
′

· e(g, g)trus
′

.

The MC sends {A,B, C̃SP } to the SMD:

MC
{A,B,C̃SP }
−−−−−−−→ SMD.

9) The SMD sends {A,B, C̃SP } to the TEE. The TEE

finalized the last step for the decryption to get Ms =
{transinfo, n2, sk} as follows:

Ms =
C̃SP

((Bt−1)/A)
=

Mse(g, g)
αs′

(e(g, g)αs′ · e(g, g)rus′)/e(g, g)rus′
.

Till now, the SMD gets the second response to the

challenge n2 sent in the step 1. The TEE returns Ms

to the App. After validating the n2, the App encrypts

transinfo, n2, auI using sk and sends them to the MC

as follows :

SMD
{{transinfo,n2,auI}sk,nM+1}
−−−−−−−−−−−−−−−−−−−−→ MC.

10) The MC checks nM , and then sends to the SP.

MC
{transinfo,n2,auI}sk
−−−−−−−−−−−−−−→ SP.

The SP decrypts the ciphertext using the session key it

generated in step 7 and checks the plaintext. The SP

confirms that the transaction is valid and launched by

the user from the expected device after validating the

message.

V. PERFORMANCE EVALUATION

In this section, we first provide security assessment of DRT,

and then we evaluate the cost of DRT in terms of computation

cost.

A. Security Assessment

In DRT, all entities in the system are considered semi-

trusted. Entities only trust knowledges that they get from the

protocol to set up trusts. In the follows we analyze knowledges

entities can get and their potential misbehaviors to show the

strength of DRT protocol. Due to the limits of space, the

security analysis on the modified CP-ABE used in DRT can

be refer to [19].

The user can confirm the transaction between her and

the expected SP through two rounds of response-challenges.

The user generates two nonce n1, n2 encrypted by the SP’s

attributes in step 1, and then get one response to n1 in step 4

and the other response to n2 in step 8. There is no way for

others to fake responses except using secret keys related to

the SP’s attributes which we assume they are hosted in the SP

securely.

Although a user is unlikely to cheat or counterfeit the tokens

in the transaction she initiated, she may use other people’s

mobile device to launch transactions or pretends to be someone

else using her own devices. In these cases, first, the MC can

easily detect the misbehaviors since each user has registered

and been bounded with a mobile device in the MC, second, we

assume that the access to devices’ TEE cannot bypass without

a password.

The potential misbehaviors for the MC is that it may im-

personate the user to launch transactions with the SP without

users’ consent. The MC may launch step 2 and 6, then gets

messages from step 3 to 7 even without users’ involvement,

but it cannot fake the token in step 5 since it has no private key

a and the device-specific secret key D. Even if the MC has

the old blinded secret key D̃ = gt(α+r)/β , it cannot deduce

D, since the blinded factor t is the exponent of the generator

g, deriving it can be reduced to a Discrete Logarithm Problem

that is considered to be hard. Without the token, the MC cannot

decrypt the ciphertext in step 7.
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The SP only communicates with the MC who is on behalf

of the user, but it can confirm that it is the expected user on

the specific device after the SP decrypts the ciphertext in step

10. The session key sk acts as a challenge to the user, only

the user who has the associated secret keys can decrypt the

ciphertext in step 7 to get sk. {transinfo, n2, auI}sk is the

user’s confirmation to the online transaction.

To eavesdropping attacks, keys or credentials are never

exposed in plaintext and nonces are used randomly only for

one session in order to prevent attackers replaying the captured

messages. The MC is authenticated by the TA through com-

mon authentication procedures without described in the DRT

protocol, which is our assumption in that the communication

between participating entities can be protected by SSL/TLS

channels that can resist the man-in-middle attack.

B. Computational Performance Evaluation

In the setup procedure, the TA needs to generate secret

keys that causes 2|Au| + 3 exponentiations on G0 for each

SMD, and 2|As|+2 exponentiations on G0 for each SP. These

computations are only calculated for once in a period time and

not a burden to the TA since we assume that the TA usually

has powerful computational capability.

TABLE II
ONLINE CRYPTOGRAPHIC OPERATION COSTS.

Exp G0/G1 Pairing Mul G1 Hash

SMD 5 / 2 0 3 2

MC 2a1/a2 2a2 + 3 2a2 − 1 a1

SP 2a2 + 1/a1 + 2 2a1 + 3 2a1 + 3 a2

a1 is the number of attributes in Ts, a2 is the number of attributes in Tu.

Expensive cryptographic operations over G0 and G0 per-

formed by entities in the DRT is shown in Table II. From

Table II, we can see that the computation overhead is linear

for the MC and the SP, who are considered have sufficient

resources to process these operations. Pairing and exponen-

tiation operations are considered the most computationally

intensive among all computations. using DRT only a constant

number of cryptographic operations are required, which is

efficient and feasible for resource-constrained devices. The

most expensive operations such as pairings are outsourced

into the MC. Since the order of the computation overhead

on smartcards is constant, the presented DRT scheme shows

significant performance gain when the attribute tree is large,

i.e., all the attribute-related operations are outsourced to the

cloud side.

VI. CONCLUSION

It becomes a global trend to use mobile devices as a

platform for secure transactions in different domains. The dual

root trust model proposed in this paper provides confirmation

for both users and SPs in each transaction between users and

SPs, and it provides trust from both mobile devices and the

mobile cloud. In the future, we will work on extending our

work to provide a detailed performance evaluation using the

TrustZone embedded mobile devices and enhance dual-root

trust level relying on the trusted execution environment and

the mobile cloud.
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